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HIE OVERVIEW  

 

CareConnect allows each of the Care Record platforms to connect to an HIE in order to transmit 

clinical data between the two organizations (Netsmart client and HIE state registry). CCDs are 

generated and uploaded when client information is updated within the Care Records. Unlike the 

acute care world, which typically only provides updates after a specific episode of care has been 

discharged; our behavioral health Care Record platforms update information continuously as 

there may not be a specific discharge event to trigger the upload.  Each time we send a CCD to 

the HIE, the previous CCD is replaced.  This ensures that there is only ever the most recent 

CCD available for the client.  This document outlines the steps that are required to connect to 

CareConnect in order to begin uploading CCDs to the HIE. We offer customizations for content 

type code. 

 

CONNECTION TYPES 
 
Both connection types use XDS.b  

 pixV3 (SOAP protocol) – preferred connection type 

 pixV2 (HL7 via MLLP (TCP/IP)) 
o VPN is not required by Netsmart, however if the HIE requires a VPN, special 

approval is needed and the connection typically requires more time to complete 
 

INFORMATION NEEDED TO CONFIGURE CONNECTIONS  
 

(dependent upon connection Type) 
 Netsmart Client Certificate 

 Netsmart OIDs 

 3rd Party SSL Certificate 

 3rd Party Registry and Repository Endpoints (Test and Production) 

 3rd Party PIX Endpoints (Test and Production) 

 3rd Party OIDs (Test and Production) 
  

https://wikihelp.ntst.com/Netsmart_Associates_Only/Consulting/Care_Guidance/CareConnect/HIE/Avatar/HIE_Connectivity_Within_myAvatar/Overview_and_Concepts?action=edit&sectionId=1


 

 

 

CLIENT CERTIFICATE  
 

Netsmart certificate (used as both Client and Server certificate) –"public.netsmartcloud.com " 

 

COPY AND PASTE CERTIFICATE 

 Make sure to Copy and Paste into a new Certificate file and name it 

“public.netsmartcloud.com” 

 Dev Certificate: 
-----BEGIN CERTIFICATE----- 
MIIFZzCCBE+gAwIBAgIQD5YhhL2r5i8CHZsWUi8u9TANBgkqhkiG9w0BAQsFADBN 
MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMScwJQYDVQQ
DEx5E 
aWdpQ2VydCBTSEEyIFNlY3VyZSBTZXJ2ZXIgQ0EwHhcNMTYwNTI3MDAwMDAwWhc
N 
MTkwNzMxMTIwMDAwWjCBoDELMAkGA1UEBhMCVVMxDzANBgNVBAgTBkthbnNhc
zEW 
MBQGA1UEBxMNT3ZlcmxhbmQgUGFyazEkMCIGA1UEChMbTkVUU01BUlQgVEVDSE
5P 
TE9HSUVTLCBJTkMuMSQwIgYDVQQLExtQbGV4dXMgQ2xvdWQgSW5mcmFzdHJ1Y
3R1 
cmUxHDAaBgNVBAMMEyoubmV0c21hcnRjbG91ZC5jb20wggEiMA0GCSqGSIb3DQEB 
AQUAA4IBDwAwggEKAoIBAQC7k9Fi08d0p076qfhJJETjmTLon0of9XBdbuAP0s0d 
43VdX2T0qV9w/JWNtk9xSBI/p0So1NJSdt0U5inRtxtjujtGiQ9ONxNW5a3P+hme 
1TtITDWFYS4gTPtJXV6tJwNxTQkDp5G2MIpRF2b/JKIF8U/lQHPadjQWUp6/53Km 
PODf3YgkQn0XGp23XFCIVQczzlz1FEptrGD/XVrkCiZMsaF7wriU/PSX+CXxTQAW 
lYB/amxg4jILMJUNqc0l+CyJixB55Vi9ZEONZZBu7AfCmivdJKszxrZWTtQm+waZ 
Tw9XOutPseql2aKrZnA9IgcTeIlCamiDAbD/Qgy7lIqfAgMBAAGjggHtMIIB6TAf 
BgNVHSMEGDAWgBQPgGEcgjFh1S8o541GOLQs4cbZ4jAdBgNVHQ4EFgQUiShqEP7
8 
NpjEk12K4oYlkY/s170wMQYDVR0RBCowKIITKi5uZXRzbWFydGNsb3VkLmNvbYIR 
bmV0c21hcnRjbG91ZC5jb20wDgYDVR0PAQH/BAQDAgWgMB0GA1UdJQQWMBQGC
CsG 
AQUFBwMBBggrBgEFBQcDAjBrBgNVHR8EZDBiMC+gLaArhilodHRwOi8vY3JsMy5k 
aWdpY2VydC5jb20vc3NjYS1zaGEyLWc1LmNybDAvoC2gK4YpaHR0cDovL2NybDQu 
ZGlnaWNlcnQuY29tL3NzY2Etc2hhMi1nNS5jcmwwTAYDVR0gBEUwQzA3BglghkgB 
hv1sAQEwKjAoBggrBgEFBQcCARYcaHR0cHM6Ly93d3cuZGlnaWNlcnQuY29tL0NQ 
UzAIBgZngQwBAgIwfAYIKwYBBQUHAQEEcDBuMCQGCCsGAQUFBzABhhhodHRwOi
8v 
b2NzcC5kaWdpY2VydC5jb20wRgYIKwYBBQUHMAKGOmh0dHA6Ly9jYWNlcnRzLmRp 
Z2ljZXJ0LmNvbS9EaWdpQ2VydFNIQTJTZWN1cmVTZXJ2ZXJDQS5jcnQwDAYDVR0T 
AQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAADbCGx26qBuAUBSHt7/Nd5GTgDY
A 
UQChEqjWUdqHTjKCP1nogC3B3t4QGetbUNSpr+JzXBfaYsY2X11NzIMwL1ifnaWg 
7P4/o5RIJld3YKFP8+cBq4oBWWUtD4VFdfMXOKpyvAhhxSALjPDluB262QWmi+Uw 
gqKmv9FyIm8bhP3f9rIE1L8iKdzykEd1LI+zkuHl2YW3aWIV1PDu46iW0KB7AX9G 
ZII/l9mLUNH7OjodHhdUu41gr1EKJ39G5NELUMksOLt1evgNQ0Q7g1kUZlyKWqQp 
FBkM8FHvLn15ALPA0cSMkA9HP4dMaBlWjKkbbzfPs3C7HdcEwPB2d/Ri9w== 
-----END CERTIFICATE----- 

  



 

 

 Prod Certificate: 
-----BEGIN CERTIFICATE----- 
MIIFYDCCBEigAwIBAgIQCw22fWTzL3tu6lyFfi3dqTANBgkqhkiG9w0BAQsFADBN 
MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMScwJQYDVQQ
DEx5E 
aWdpQ2VydCBTSEEyIFNlY3VyZSBTZXJ2ZXIgQ0EwHhcNMTcwMjE0MDAwMDAwWhc
N 
MTgwNDIwMTIwMDAwWjCBmzELMAkGA1UEBhMCVVMxCzAJBgNVBAgTAktTMRYw
FAYD 
VQQHEw1PdmVybGFuZCBQYXJrMSQwIgYDVQQKExtOZXRzbWFydCBUZWNobm9sb
2dp 
ZXMsIEluYy4xJDAiBgNVBAsTG1BsZXh1cyBDbG91ZCBJbmZyYXN0cnVjdHVyZTEb 
MBkGA1UEAwwSKi5udHN0cGxhdGZvcm0uY29tMIIBIjANBgkqhkiG9w0BAQEFAAOC 
AQ8AMIIBCgKCAQEA5qZV9i0zGrgfITqc5YFLRsB3cbIlDdUFvlpc6GfwsB2yHOH/ 
jjjg0/wI4TEcOwuYc4Hwc49uFzZWbvs4KRfRZ3/oLpbR9gaj3NcsKE+e9Ohi/Q1z 
Jv+80dZ9P1yCmRGZYtEIa+Gc4Db16Qe2JIw0mfdoP2c3cHHTNKqUE8I5nxH66uO3 
G0B/ZqIXeEr9JpgzudUb0O+V59aH0ZDDBSgkBE+t5pofTNeVKLSKC5k0feTfVuQY 
D/91UoWnHMKbzkanhKrFX6NFzQO6d2ZV1QJ2yatqGdTztn46cuJJBKIQKJj7b5Yz 
UMd2rAc33JjfIgDk8UjXh3NEvhEGxTfL/ei0wwIDAQABo4IB6zCCAecwHwYDVR0j 
BBgwFoAUD4BhHIIxYdUvKOeNRji0LOHG2eIwHQYDVR0OBBYEFLuc3/92xjx2avIg 
GXM7HsXU73JYMC8GA1UdEQQoMCaCEioubnRzdHBsYXRmb3JtLmNvbYIQbnRzdHB
s 
YXRmb3JtLmNvbTAOBgNVHQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHA
wEG 
CCsGAQUFBwMCMGsGA1UdHwRkMGIwL6AtoCuGKWh0dHA6Ly9jcmwzLmRpZ2ljZXJ
0 
LmNvbS9zc2NhLXNoYTItZzUuY3JsMC+gLaArhilodHRwOi8vY3JsNC5kaWdpY2Vy 
dC5jb20vc3NjYS1zaGEyLWc1LmNybDBMBgNVHSAERTBDMDcGCWCGSAGG/WwBA
TAq 
MCgGCCsGAQUFBwIBFhxodHRwczovL3d3dy5kaWdpY2VydC5jb20vQ1BTMAgGBmeB 
DAECAjB8BggrBgEFBQcBAQRwMG4wJAYIKwYBBQUHMAGGGGh0dHA6Ly9vY3NwL
mRp 
Z2ljZXJ0LmNvbTBGBggrBgEFBQcwAoY6aHR0cDovL2NhY2VydHMuZGlnaWNlcnQu 
Y29tL0RpZ2lDZXJ0U0hBMlNlY3VyZVNlcnZlckNBLmNydDAMBgNVHRMBAf8EAjAA 
MA0GCSqGSIb3DQEBCwUAA4IBAQBdSZx/0RgNEkUuY6i6BC5luOBaZlAb/ooPGc08 
GnkiCG8vQfCiFVjPxHu2V0kx7u/mW+AeyGX1ro7MBZjJRlHbWLRdd3w+3T74/XdX 
WqkwpeE71I+jpum1C1gjeEhR05XfJ17xNPgKA4GRkqt+ta1M20OaT5arZMZZ0c16 
c0QTLx/ktiI6M/ou9dqK72ads6d8QxpWEnR4PmRMhV/uyvj04YpWFaXrBMupF9Mr 
fMI0RQTgBpQv/HUUOw9u7k1d7fZttLtRbEYErT8XZ7GYLwwHvRC7bhUmSh4QMvWw 
ZjJocbpjex2RMjXoicFXuEy6Ko1cREglRXG56/CXXVwzt5fm 
-----END CERTIFICATE----- 

 

  



 

 

OIDS  
 

Preferred testing involves 2 different OIDs to make sure connection is working properly. 

 
Netsmart Test OIDs 

 2.16.840.1.113883.3.3569.<Client Account Number> 
 2.16.840.1.113883.3.3569.1 – If client account number was 1 

 

ENCRYPTION 
 

Data is encrypted using TLS/SSL. 

 

ELEMENTS INCLUDED IN CCD  

 
This assumes pre-MU2 CCD changes. 

 Allergies  
 Encounters (Patient Visits) 
 Immunizations  
 Medications  
 Payers  
 Problems  
 Procedures (Services) 
 Lab Results  
 Vital Signs  
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For questions, e-mail CConnect@ntst.com  
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