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CareConnect allows each of the Care Record platforms to connect to an HIE in order to transmit
clinical data between the two organizations (Netsmart client and HIE state registry). CCDs are
generated and uploaded when client information is updated within the Care Records. Unlike the
acute care world, which typically only provides updates after a specific episode of care has been
discharged; our behavioral health Care Record platforms update information continuously as
there may not be a specific discharge event to trigger the upload. Each time we send a CCD to
the HIE, the previous CCD is replaced. This ensures that there is only ever the most recent
CCD available for the client. This document outlines the steps that are required to connect to
CareConnect in order to begin uploading CCDs to the HIE. We offer customizations for content
type code.

CONNECTION TYPES

Both connection types use XDS.b
e pixV3 (SOAP protocol) — preferred connection type
e pixV2 (HL7 via MLLP (TCP/IP))
o VPN is not required by Netsmart, however if the HIE requires a VPN, special
approval is needed and the connection typically requires more time to complete

INFORMATION NEEDED TO CONFIGURE CONNECTIONS

(dependent upon connection Type)
¢ Netsmart Client Certificate

Netsmart OIDs

3rd Party SSL Certificate

3rd Party Registry and Repository Endpoints (Test and Production)
3" Party PIX Endpoints (Test and Production)

3rd Party OIDs (Test and Production)



https://wikihelp.ntst.com/Netsmart_Associates_Only/Consulting/Care_Guidance/CareConnect/HIE/Avatar/HIE_Connectivity_Within_myAvatar/Overview_and_Concepts?action=edit&sectionId=1

CLIENT CERTIFICATE

Netsmart certificate (used as both Client and Server certificate) —"public.netsmartcloud.com "

COPY AND PASTE CERTIFICATE

¢ Make sure to Copy and Paste into a new Certificate file and name it
“public.netsmartcloud.com”

e Dev Certificate:

MIIFZzCCBE+gAwIBAgIQD5YhhL2r5i8CHZsWUi8u9TANBgkghkiGOWOBAQsFADBN
MQswCQYDVQQGEwWIVUzEVMBMGA1IUEChMMRGInaUNIcnQgSW5jMScwJQYDVQQ
DEX5E
awWdpQ2VydCBTSEEyIFNIY3VyZSBTZXJ2ZXIgQOEWHhcNMTYWNTISMDAWMDAWW hc
N
MTKwNzMxXMTIwMDAwWW|CBoDELMAKGALUEBhMCVVMxDzANBgNVBAgTBkthbnNhc
ZEW
MBQGALUEBXMNT3ZlcmxhbmQgUGFyazEKMCIGALUEChMbTkVUUO1BUIQgVEVDSE
5P
TE9HSUVTLCBJTKMuMSQwIgYDVQQLEXxtQbGV4dXMgQ2xvdWQgSW5mcmFzdHJ1Y
3R1
cmUxHDAaBgNVBAMMEyoubmV0c21hcnRjbG91ZC5jb20wggEIMAOGCSgGSIb3DQEB
AQUAA4IBDWAWQQEKAO0IBAQCT7k9IFi08d0p076qfhJJETjmTLon0of9XBdbuAP0sOd
43VdX2T0qVIw/IJWNtk9xSBI/p0S01NJISAtOUSINRxtjujtGIQ9ONXNW5a3P+hme
1TtHTDWFYS4gTPtIXVEtIWNXTQKDp5G2MIpRF2b/IKIF8U/IQHPadjQWUpP6/53Km
PODf3YgkQnOXGp23XFCIVQczzlzlFEptrGD/XVrkCiZMsaF 7wriU/PSX+CXXTQAW
IYB/amxg4jILMIJUNqcOI+CyJixB55Vi9ZEONZZBu7AfCmivdIKszxrZWTtQm-+waZ
Tw9XOutPseql2aKrznA9lgcTellCamiDAbD/Qgy7llgfAgMBAAGjggHtMIIBE T Af
BgNVHSMEGDAWgBQPgGECcgjFh1S80541GOLQs4chZ4jAdBgNVHQAEFgQUIShqEP7
8

NpjEk12K40YIkY/s170wMQYDVRORBCowKIITKi5uZXRzbWFydGNsb3VKLMNvbYIR
bmV0c21hcnRjbG91ZC5jb20wDgYDVROPAQH/BAQDAgWgMBOGA1UdIQQWMBQGC
CsG
AQUFBwWMBBggrBgEFBQCcDAjBrBgNVHR8EZDBIMC+gLaArhilodHRwOQIi8vY3JsMy5k
awdpY2VydC5jb20ve3NjYS1zaGEyLWclLmNybDAvoC2gK4YpaHROcDovL2NybDQu
ZGInaWNIcnQuY29tL3NzY2Etc2hhMilnNS5jcmwwTAYDVROgBEUwQzA3BglghkgB
hvl1sAQEwKjAoBggrBgEFBQCCARYcaHROCHM6LY93d3cuzGInaWNIcnhQuY29tLONQ
UzAIBgZngQwBAgIWfAYIKwYBBQUHAQEEcDBUMCQGCCsGAQUFBzABhhhodHRwOI
8v
b2NzcC5kaWdpY2VydC5jb20wRgYIKwYBBQUHMAKGOMhOdHAGLY9]YWNIcnRzLmMRp
Z21jZXI0LmNvbS9EaWdpQ2VydFNIQTITZWN1cmVTZXJ2ZXIDQS5jcnQWDAYDVROT
AQH/BAIWADANBgkghkiGOWOBAQSFAAOCAQEAADDbCGXx26qBUAUBSHLt7/Nd5GTgDY
A

UQChEQjWUdgHTjKCP1nogC3B3t4QGetbUNSpr+JzXBfaYsY2X11NzIMwL1lifnaWg
7P4/05RI1JId3YKFP8+cBg40BWWUtD4VFdAfMXOKpyvAhhxSALjPDIuB262QWmi+Uw
ggKmv9FyIm8bhP3forlE1L8iKdzykEd1LI+zkuHI2YW3aWIV1PDu46iWOKB7AX9G
ZIN9MLUNH70jodHhdUu41grlEKJ39G5NELUMksOLt1evgNQOQ7glkUZIyKWqQp
FBkM8FHvLN15ALPAOcSMkA9HP4dMaBIWjKkbbzfPs3C7HdcEwPB2d/Ri9w==

----- END CERTIFICATE-----

;




e Prod Certificate:

MIIFYDCCBEigAwIBAGIQCwW22fW TzL3tuslyFfi3dgTANBgkghkiGOWOBAQSFADBN
MQswCQYDVQQGEWJVUzZEVMBMGALUEChMMRGINaUNIcnQgSW5jMScwJQYDVQQ
DEX5E
awdpQ2VydCBTSEEYIFNIY3VyZSBTZXJ2ZXIgQOEWHhcNMTcwMEOMDAWMDAWWhC
N

MTgwNDIwMTIWMDAWW]CBmMzELMAKGALUEBhMCVVMxCzAJBgNVBAQTAKITMRYw
FAYD
VQQHEW1PdmMVybGFuzZCBQYXJrMSQwIlgYDVQQKExtOZXRzbWFydCBUZWNobm9sb
2dp
ZXMsIEIuYy4xJDAIBgNVBASTG1BsZXh1cyBDbG91ZCBJbmZyYXNOcnVjdHVYZTEb
MBkGALUEAwWWSKIi5udHNOcGxhdGZvemOuY29tMIIBIJANBgkghkiGOWOBAQEFAAOC
AQBAMIIBCgKCAQEA5qZV9i0zGrgflITqc5YFLRsB3chlIDdUFvIpc6GfwsB2yHOH/
iiig0/wI4TEcOwuYc4Hwc49uFzZWbvs4KRfRZ3/oLpbR9gaj3NcsKE+e90hi/Q1z
Jv+80dZ9P1yCmRGZYtEla+Gc4Dh16Qe2JlwOmfdoP2c3cHHTNKqUESISnXxH66uO3
GO0B/ZqglXeEr9Jpgzudub00+V59aH0ZDDBSgkBE+t5pof TNeVKLSKC5k0fe TfVuQY
D/91UoWnHMKbzkanhKrFX6NFzQO6d22V1QJ2yatqGdTztn46cuJIBKIQKJj7b5Yz
UMd2rAc33JjflgDk8UjXh3NEVhEGXTfL/eiowwlIDAQAB041B62CCAecwHwWYDVROj
BBgwFoAUD4BhHIIXYdUvKOeNRjiOLOHG2elwHQYDVROOBBYEFLuc3/92xjx2avlg
GXM7HsXU73JYMC8GA1UdJEQQoMCaCEioubnRzdHBsYXRmb3JtLmNvbYIQbnRzdHB
S
YXRmb3JtLmNvbTAOBgNVHQ8BAfSEBAMCBaAwWHQYDVROIBBYWFAYIKwYBBQUHA
WEG
CCsGAQUFBWMCMGsGA1UdHWRKMGIWL6AtoCuGKWhOdHAGLY9jcmwzLmRpZ2[jZXJ
0

LmNvbS9zc2NhLXNoYTItZzUuY3JsMC+gLaArhilodHRwOIi8vY3JsNC5kawWdpY2Vy
dC5jb20vc3NjYS1zaGEyLWc1LmNybDBMBgNVHSAERTBDMDcGCWCGSAGG/WwWBA
TAqQ
MCgGCCsGAQUFBwIBFhxodHRwczovL3d3dy5kaWdpY2VydC5jb20vQ1BTMAgGBmMeB
DAECAjB8BggrBgEFBQCcBAQRWMGAWJIAYIKwWYBBQUHMAGGGGhOdHAGLYI9VY 3NwL
mRp
Z21jZXJ0OLmNvbTBGBggrBgEFBQcwA0Y6aHROcDovL2NhY2VydHMuZGlnaWNIcnQu
Y29tLORpZ2IDZXJOUOhBMINIY3VyZVNIcnZIckNBLMNydDAMBgNVHRMBATSEAJAA
MAOGCSqGSIb3DQEBCWUAA4IBAQBASZx/ORgNEKUUY6i6BC5luOBaZIAb/ooPGc08
GnkiCG8vQfCIFVjPxHU2VOkx7u/mW+AeyGX1ro7MBZjJRIHbWLRdd3w+3T74/XdX
WakwpeE711+jpum1C1gjeEhRO5XfI17XNPgKA4GRkqt+talM200aT5arZMZZ0c16
cOQTLx/ktil6M/ou9dgK72ads6d8QxpWENR4PMRMhV/uyvjo4YpWFaXrBMupFOMr
fMIORQTgBpQV/HUUOWSU7k1d7fZttLtRbEYEIT8XZ7GYLWwWHVRC7bhUmSh4QMvWw
ZjJocbpjex2RMjXoicFXuEy6Ko1cREQIRXG56/CXXVwzt5fm

----- END CERTIFICATE-----




Preferred testing involves 2 different OIDs to make sure connection is working properly.

Netsmart Test OIDs
e 2.16.840.1.113883.3.3569.<Client Account Number>
e 2.16.840.1.113883.3.3569.1 — If client account number was 1

ENCRYPTION

Data is encrypted using TLS/SSL.

ELEMENTS INCLUDED IN GCD

This assumes pre-MU2 CCD changes.
o Allergies

Encounters (Patient Visits)

Immunizations

Medications

Payers

Problems

Procedures (Services)

Lab Results

Vital Signs
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Date Modification Modified By
1/9/2017 Initial Draft Kayla Rowton
8/11/2017 Style Updates Julia Drahozal

For questions, e-mail



mailto:CConnect@ntst.com

